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DEDICATION 

 

This Inaugural Lecture is dedicated to God Almighty for according to 

me the privilege to present the Sixth (6th) Inaugural Lecture of the 

prestigious Southern Delta University (SDU), Ozoro, Nigeria.   
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ABSTRACT 

 

Mr. Vice Chancellor Sir, this inaugural lecture examines the journey of 

Information Technology from its centralized mainframe origins, through 

the era of distributed computing, and back again to today's cloud 

environment. It argues that cloud computing represents not just a 

technological shift but a fundamental transformation in how 

organizations access, manage, and secure their digital resources. 

Drawing on over a decade of research, survey data from 124 technology 

professionals and financial services stakeholders, and analysis of 

Nigeria's evolving policy landscape, the lecture identifies the anatomy 

of fear that has slowed cloud adoption in Nigeria, particularly around 

security, privacy, and loss of control. It demonstrates that while these 

concerns are valid, they are not insurmountable. The lecture presents the 

author's contributions to cloud security frameworks and encryption 

solutions, reviews recent Nigerian policies including the Nigeria Data 

Protection Act (2023) and the National Data Classification and 

Sovereignty Framework (2025), and projects significant economic 

impacts with potential GDP contributions of up to ₦30.2 trillion by 

2033. The lecture concludes that Nigeria stands at a pivotal moment 

where embracing cloud computing is no longer optional but essential for 

competitiveness, and offers practical recommendations for stakeholders 

across government, industry, and academia to accelerate responsible 

cloud adoption while addressing legitimate security concerns. 

 

Keywords: Cloud Computing, Information Technology, Cybersecurity, 

Digital Transformation, Nigeria, Data Privacy, Cloud Adoption, IT 

Policy 
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PREAMBLE 

 

Let me specially thank the Almighty God for my salvation and journey 

of faith in the place called Christ; and for making it possible for me to 

have this opportunity to deliver my inaugural lecture today before my 

respected colleagues, friends, relations and students. 

 

My academic journey traversed Federal Polytechnic Auchi, Nigeria; 

Northumbria University, Newcastle upon Tyne, UK; Federal University 

of Technology, Owerri; Wellspring University, Benin City; Federal 

University Oye-Ekiti, Edo State University, Iyamho and now Southern 

Delta University, Ozoro, Delta State– Nigeria where my professorial 

rank to full chair was attained. 

 

The digital and our able Vice-Chancellor, sir, it gives me great pleasure, 

privilege and honour to stand before you, your Management Team and 

this distinguished audience to deliver this 6th lecture, marking my 

inauguration as a Professor of Information Systems and Technology in 

the Faculty of Computing of this great and prestigious University – 

Southern Delta University, Ozoro. This Inaugural Lecture is the first 

both in the Faculty of Computing and in the Department of Information 

Systems and Technology. However, this is sixth to be given in Southern 

Delta University, Ozoro, Nigeria. To God be the glory.  Again, I am 

indeed very grateful to the Vice-Chancellor Professor Sunny Awhefeada 

for the opportunity he has given me to deliver this lecture. Thank you, 

sir.  

 

An inaugural lecture is a forum at which a professor gives an insight into 

his work, what he has been doing up to date, what contributions he has 

made to advance the frontiers of knowledge, the relevance of his work 

to society and to the improvement of the quality of life to humanity. 

Also, it affords him the opportunity to highlight his present research 

work.  This event represents a landmark in the academic career of the 

lecturer.  
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In recent years, Information Technology (IT) has played a very 

important role in our daily lives. There are several areas within various 

disciplines where Information Technologies are applied extensively 

these days. These include its role or applications in homes, business, 

education, research organizations, medical field, industry, government, 

banks, entertainment, business, training, arts, science and engineering, 

etc. Further, computers and portable devices such as Smart phones are 

used more extensively than ever for tasks such as marketing, banking, 

investing, shopping and communicating. These trends are no doubt 

having more positive than negative impacts on our society and economy 

leading to the emerging digital transformation in our society today. 

 

This inaugural lecture presents me a remarkable opportunity as a 

Professor of Information Systems and Technology to inform this 

audience, especially my colleagues at the university, and the public 

about the emerging Information Technology trends, progress, and 

achievements in my core area of research career which is Cloud 

Computing. Cloud computing is a major component and application of 

both Information Technology (IT) and the broader field of Information 

and Communications Technology (ICT). Thus, within this lecture, both 

terminologies would be used interchangeably to connote the same thing.  

 

  I am truly honoured by the management of this great citadel of 

learning, being offered this great privilege to present the 6th Inaugural 

Lecture titled- “INFORMATION TECHNOLOGY, THE PATHWAY 

TO THE CLOUD: DEMYSTIFYING THE FEARS OF “GOING 

CLOUDY” WITHIN THE NIGERIAN DIGITAL LANDSCAPE”. My 

choice of this topic was to enable me to introduce, discuss, and analyze 

my scholarly achievements in my chosen area of specialty- Cloud 

computing. Also, it will be my pleasure to present a few of my 

contributions to learning and research in the field of Cloud Computing.  
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This lecture will be presented using simple language and concepts that 

will be understood by everyone here in attendance today and my future 

readers of this lecture material. Some of my efforts, as you would 

observe in this lecture, are products of collaboration among team. Thus, 

it is important to note that, whenever and wherever I use “we” or “our” 

in this lecture, I simply imply myself and other team members that have 

contributed to the work under focus. These include but are not limited 

to my mentors, co- researchers, teachers, lecturers, students, and 

colleagues as the case maybe. Therefore, I humbly welcome you on 

board as we journey on the path to the cloud as we explore the Nigeria 

digital landscape. 
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1.0 INTRODUCTION 

Mr. Vice Chancellor Sir, the term information technology has in recent 

times become a popular language across all ages. The educational 

industries not only use the term but are today completely immersed in 

the technology in carrying out everyday official tasks. So also do other 

sectors, such as the business sphere, government, and everyone else. We 

live in an information age where information emanates from everything 

we do. Storing and maintaining the information becomes as crucial as 

the information itself. Computer gadgets and other associated 

technologies are equally permeating the global space to meet up with 

the task of information management (Chinedu et al., 2026). 

The world has witnessed unprecedented technological transformation 

over the past few decades. What was once the preserve of large 

corporations and government agencies has become accessible to 

individuals, small businesses, and community organizations. This 

democratization of technology has been driven by several factors: the 

proliferation of affordable computing devices, the expansion of internet 

connectivity, and perhaps most significantly, the emergence of cloud 

computing as a viable alternative to traditional IT infrastructure. 

Mr. Vice Chancellor Sir, allow me to take you on a journey. A journey 

that begins with the humble beginnings of computing, traverses through 

the evolution of information technology, and arrives at what I believe is 

the most transformative computing paradigm of our time—the cloud. 

Along this journey, we shall encounter the fears and hesitations that have 

slowed cloud adoption in Nigeria, examine the legitimate concerns that 

underlie these fears, and ultimately discover that the pathway to the 

cloud, while not without its challenges, is a journey worth taking. 

 

1.1 Computer Science, Information Technology and Information 

Systems 

In a fast-emerging world of Technology, it is not uncommon for 

individuals to use the terms computer science and information 

technology interchangeably, simplifying anything related to computers 

under these broad umbrella terms. While the former delves into theory, 
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computation and algorithms, the latter focuses on the practical 

implementation and application of computer systems and networks for 

business needs. The primary distinction lies in the focus and 

responsibilities of professionals in each field. Computer Science 

professionals are primarily involved in developing and enhancing 

computer programs, leveraging mathematical principles and theories. In 

contrast, IT professionals are dedicated to the practical aspects of 

installing, managing and optimizing these programs to fulfill the 

technological requirements of organizations (UND Blog, 2025). 

However, the term technology in Information Technology here refers to 

the application of tools or equipment for a particular purpose. Therefore, 

Information technology (IT) is defined as the use of appropriate tools 

and equipment for the purpose of gathering data, storage data, 

manipulating data into information and transmitting the information to 

end users. Two major technologies are useful in information technology. 

These are (Mell and Grance, 2023; Tanenbaum and Van Steen, 2022): 

I.  Computer Technology 

II. Communication Technology 

These technologies aid in the collection of data using suitable input 

unit/devices, store the data in memory, from where the processing is 

performed and eventually communicate the resulting information 

through output unit/devices. The recipient of this information may be 

stationed at a remote distance. Hence, suitable communication 

equipment would be required to transmit and deliver the information to 

end users. This whole process happens when we sit down to prepare a 

document with any software and sending same over the internet to 

someone in another location. 

An Information system (IS) is a formal, sociotechnical, organizational 

system designed to collect, process, store, and distribute information. 

Any specific information system aims to support operations, 

management and decision-making (Campbell-Kelly et al., 2023; Laudon 

& Laudon, 2022). Information Systems (IS) are integrated sets of 

components (hardware, software, data, people, processes) that collect, 

process, store, and distribute data to support decision-making, 
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coordination, and control in organizations, transforming raw data into 

useful information for achieving business goals, like managing 

operations or interacting with customers. They are fundamental to 

modern business, powering everything from financial management to e-

commerce platforms like Amazon and eBay and involve both 

technology and the human/organizational context in which it's used. 

 

1.2 The Evolution to Cloud Computing (How Did We Get Here?)  

From Mainframe Centralized Compute to Distributed Compute and 

Back Again! 

 

Figure 1: The Evolution to Cloud Computing [Source: Bond, 2015] 
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[Diagram showing the cyclical evolution from mainframe 

computing through distributed computing to modern cloud 

environments] 
Mainframe Centralized Compute: In the early days of computer 

technology, the mainframe computer was a physically very large, 

centralized computing platform with terminals used by end-users. This 

centralized mainframe held all the computing power (CPU), memory, 

and storage systems managed by a small staff for shared use by a 

massive number of users. There are further similarities when comparing 

mainframe computing environments to today's cloud (Bond, 2015; 

Campbell-Kelly et al., 2023; Chinedu et al., 2026). 

 

Distributed Computing: For about 20 years starting in the late 1980's 

and into the year 2000, the industry began a huge shift to distributed 

computing with small servers (compute devices). Each server held more 

memory, CPU, and storage than even the best mainframe, but had 

inferior levels of shared computing, shared management, and I/O 

performance (Bond, 2015; Chinedu et al., 2026). 

 

Transforming to Consolidated Computing: Most large organizations 

have numerous data centers, server farms, storage, and applications 

spread across offices, campuses, and cities worldwide. Organizations 

have realized that the cost of these numerous and distributed facilities is 

too expensive and inefficient for many reasons (available skilled labor, 

physical location/asset costs, maintenance and upkeep, etc.) (Bond, 

2015; Chinedu et al., 2026). 

 

The Evolution to Today's Cloud Environment: In a relatively short 

period of time, we have gone from centralized compute processing with 

thin end-user/edge devices (called terminals) to highly distributed 

compute environments and are now headed back to centralized 

computing once again (Bond, 2015; Mell & Grance, 2023; Chinedu et 

al., 2026). 
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Mr. Vice Chancellor Sir, what makes this observation particularly 

striking is the cyclical nature of technological evolution. What is old 

becomes new again, but with significant improvements. Today's 

centralized cloud environments are not a return to the mainframe era; 

they represent something fundamentally different—a marriage of 

centralized management with distributed accessibility, of shared 

resources with individual customization, of economies of scale with 

personal empowerment. 

 

1.3 The Pathway to the Cloud 

Cloud computing is a major component and application of 

both Information Technology (IT) and the broader field 

of Information and Communications Technology (ICT). While IT is 

focused on the use of computers, networks, and software to manage data, 

ICT encompasses IT and integrates it with telecommunications and 

other communication tools. The reason these two terms are slowly 

becoming synonymous is that many modern communications 

technologies are digital. As more IT technologies begin to include 

communications, the distinction between IT and ICT will slowly fade. 

Thus, within this lecture, both terminologies would be used 

interchangeably to connote the same thing. 

 

1.4 The Metaphor of 'Going Cloudy' 

The metaphor of 'going cloudy' in cloud computing refers to shifting 

from local, owned IT (like on-premises servers) to using remote, 

internet-based services (the "cloud") for data storage and processing, 

making services accessible anywhere, anytime, without managing the 

underlying hardware. While a convenient shorthand, "cloudy" can also 

imply ambiguity, complexity, or potential issues with access (like a 

foggy day), highlighting the need to understand security, reliability, and 

provider differences, as it's just someone else's computers. 
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1.4.1 Key Aspects of the Metaphor 
a. Origin in Diagrams: Tech diagrams used cloud shapes to represent 

the vast, complex internet infrastructure, hiding the messy details, a 

practice dating back to the 1990s. 

b. Abstraction of Complexity: "Going cloudy" means relying on the 

internet to access resources (software, storage, servers) that you don't 

physically own or manage, much like a real cloud hides the sky. 

c. Accessibility & Flexibility: It's about renting resources ("pay-as-you-

bake" bakery analogy) for scalability and remote access, rather than 

buying and maintaining your own. 

d. The "Cloudy" Caveat: While convenient, the term can be 

misleading; it's not a magical entity but real servers, and "cloudy" can 

mean uncertain, complex, or prone to outages if not managed well (like 

bad weather). 

1.4.2 Examples of "Going Cloudy" 
a. Using Gmail or Dropbox (storing files online). 

b. Running a web application hosted on Amazon Web Services 

(AWS) or Microsoft Azure. 

c. Streaming video from Netflix. 

In essence, "going cloudy" means embracing the internet as your 

computing utility, but with the responsibility of ensuring your cloud 

strategy is secure and robust, not just a hazy, unpredictable service. 

Mr. Vice Chancellor Sir, it is this very haziness that has generated fear 

among potential cloud adopters in Nigeria. When you cannot see, touch, 

or physically secure your data, the natural human response is 

apprehension. But as we shall see throughout this lecture, these fears, 

while understandable, are often based on misconceptions about what the 

cloud actually is and how it operates. 

 

1.5 Problem Statement 

Globalization and the economic pressures following the COVID-19 

pandemic have fundamentally changed customer expectations. 

Enterprises now demand IT solutions that offer superior availability, 

scalability, and efficiency. This shift has accelerated the search for 
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alternatives to traditional on-premises infrastructure. The increasing 

interest of a broad-based business leaders and organisations centre on 

how best cloud computing can contain these requirements to reduce or 

eliminate the huge capital outlay for infrastructure ownership, increase 

efficiency, ensure higher return on investment (ROI), dynamic 

provisioning and utility—such as pay-as-use services. 

The shift from local on-premises IT Enterprise solution to the virtualized 

cloud environment by many organisations has been necessitated by the 

following challenges and requirements within the Nigeria digital 

landscape: 

i. Infrastructure Deficiencies: Unreliable power supply and poor 

internet connectivity remain significant obstacles. Many 

organizations cannot maintain the continuous power and bandwidth 

required for effective on-premises IT operations. 

ii. Huge Initial Capital Outlay: The financial constraint of modern 

IT infrastructure acquisition is particularly acute for small and 

medium enterprises. The cost of servers, storage systems, 

networking equipment, and the facilities to house them often 

exceeds the entire annual budget of many organizations. 

iii. Huge Maintenance Cost: Beyond initial acquisition, the 

ongoing costs of maintenance—hardware replacement, software 

licensing, staff salaries, cooling, security—continue to drain 

organizational resources. 

iv. Focusing on Core Mandates: Organizations increasingly 

recognize that IT infrastructure management is not their core 

business. Maintaining servers and networks distracts from the 

primary mission of the organization, whether that is banking, 

education, healthcare, or manufacturing. 

v. Requirement for Skilled Technical Personnel: The shortage of 

qualified IT professionals in Nigeria makes it difficult for 

organizations to recruit and retain the talent needed to manage 

complex IT environments. 
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vi. Aversion to Change: Human nature resists change, particularly 

when it involves perceived loss of control. Many organizations have 

"always done it this way" and are reluctant to embrace new models. 

vii. Security Concerns: This is perhaps the most significant barrier. 

Organizations fear that moving data to the cloud increases 

vulnerability to attacks, data breaches, and unauthorized access. 

viii. Lack of Visibility and Competitive 

Advantage: Organizations without cloud capabilities find 

themselves at a competitive disadvantage compared to those 

leveraging cloud flexibility and agility. 

However, the slow adoption of cloud computing by many organizations 

such as those with high business economic drives and those with very 

sensitive security concerns raises huge concerns. A number of these 

enterprises within the constituencies of various consumers of cloud 

services along with some information security professionals have 

expressed fears on the path to the cloud, stating their unflinching 

consciousness on security and privacy issues associated with this new 

computing platform for the next generation of the Internet (Chinedu et 

al, 2013; Chinedu, 2014). 

Mr. Vice Chancellor Sir, let me be clear. These fears are not unfounded. 

The security of data in the cloud is a genuine concern that deserves 

serious attention. But the question we must ask is: are these fears 

proportional to the actual risks? And more importantly, are they 

preventing us from accessing opportunities that far outweigh the risks? 

The answer to both questions, as my research demonstrates, is more 

complex than a simple yes or no. 

 

1.6 Aim and Objectives 

This inaugural lecture aims to Introduce the concepts of Cloud 

Computing as an emerging IT Model, demystify the fears to overcome 

barriers to Cloud service adoption and deployment by potential cloud 

subscribers, highlight some of my research efforts related to cloud 

computing with contribution to knowledge and make some notable 

recommendations required on the journey to the cloud environment. 
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The specific objectives of this lecture are to: 
a. Unveil the anatomy of fear in the adoption of cloud environment. 

b. Describe the steps in the cloud computing threat model for a 

purposeful security solution. 

c. Analyse the cloud security and privacy issues among cloud 

consumers or the IT professional in the Nigerian constituency. 

d. Re-assess and situate cloud computing security and operational 

challenges/risks within Nigeria’s digital landscape.  

e. Prescribe suitable solutions in a bid to remedy the fears of cloud 

adoption. 

f. Unveil recent policies, strategies implementations in Nigeria 

enabling Cloud Computing. 

1.7 Scope 

In this inaugural lecture, I will cover the following areas: 

a. Introduction of the concepts of Cloud Computing, Demystifying 

the fears and overcoming barriers to Cloud service adoption and 

deployment by potential cloud subscribers. 

b. My contributions to Knowledge in the field of Cloud 

Computing. 

c. My Conclusion and Recommendations. 

 

2.0 UNDERSTANDING CLOUD COMPUTING 

Mr. Vice Chancellor Sir, a cloud is a pool of virtualized computer 

resources (Ullah et al. 2018). It is more than a collection of computer 

resources; hence it provides a mechanism to manage those resources. By 

means of provisioning, change requests, re-imaging, workload 

rebalancing, de-provisioning, and monitoring. Cloud computing is a 

term that describes both a platform and type of application. A cloud 

computing platform dynamically provisions, configures, 

reconfigures, and deprovisions servers as needed. Servers in the 

cloud can be physical machines or virtual machines. Advanced clouds 

typically include other computing resources such as storage area 

networks (SANs), network equipment, firewall and other security 

devices (Roy and Jain, 2015; Chinedu et al, 2020). 
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Software Testing Help (2021), and Chinedu and Osuagwu (2018) have 

described cloud computing as nothing but a way for renting the 

Software, Platform and/or Infrastructure hosted by a provider. The 

word Cloud implies that services provided by the service provide is 

accessed over the Internet. Thus, it is the cloud service provider that 

installs, maintains, scales and monitors hardware and/or software 

services for its customers who access these services via the Internet. 

Chinedu and Osuagwu (2018) noted that cloud computing also includes 

applications extended to be provisioned through the Internet. These 

cloud applications are run in large data centres driven by distributed 

servers. 

2.1 Cloud Computing Service Models 

Our understanding and appreciation of cloud computing are better 

grasped through adequate discussion of the three computing services 

models that come under its canopy. These models also described as 

delivery models (Reily et al, 2011) are: 

a. Software as a Service—SaaS—as "Selling ready- to- use 

application/software" 

b. Platform as a Service—PaaS—as "Access to a configurable 

platform/API" 

c. Infrastructure as a Service—IaaS—as "Selling virtualized 

hardware" (Hasan, 2011; Siddiqui, 2011) 

The cloud computing stack of Figure 2 shown below would be beneficial 

in revealing the place of these services. 
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[  

Figure 2: Cloud computing service models showing the three 

delivery models [Source: IBM Research, 2011] 

[Diagram showing the layered architecture of IaaS, PaaS, and 

SaaS] 
 

The demonstration of adequate understanding of these three delivery 

models has significantly shed light on creative ways in which a few 

companies have implemented cloud services at different levels. 

Obviously, organizations could conveniently go virtual or collaborate in 

virtual organizing by leveraging on the any or the entire cloud service 

provision. Thus, rather than concerned itself with the huge initial capital 

and maintenance cost of owing such cloud services, could allow the 

cloud service provider to provide the needed intensive ICT resource 

support to help her concentrate on core business in a virtual 

environment. 

To be considered "cloud", Reily et al (2011) maintained that these 

delivery models must be deployed on top of cloud infrastructure that 

satisfies the following five characteristics: 

1. On-demand self-service 

2. Ubiquitous network access 
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3. Location independent resource pooling 

4. Rapid elasticity 

5. Pay per use (Reily et al, 2011) 

 

2.2 Cloud Computing Deployment Models 

The five deployment models are: 

1. Private (internal) cloud: enterprise owned or leased, behind a 

firewall 

2. Public (external) cloud: sold to the public, mega-scale 

infrastructure (e.g. Amazon EC2) 

3. Hybrid cloud (virtual private cloud): composition of two or 

more clouds (e.g. Amazon VPC) 

4. Community cloud: shared infrastructure for specific 

community (e.g. academic clouds) 

5. Multi-Cloud: utilizes services and resources from several cloud 

providers, which can be public, private, or hybrid clouds (Reily 

et al, 2011; Pedamkar, 2023). 

The cloud computing deployment Model of Figure 3 shown below helps 

to elucidate on the degree of cloud resources cloud consumers could 

deploy at each model. 

 
Figure 3: Cloud Deployment Models: Types with Key Factors 

[Source: Pedamkar, 2023] 
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[Diagram comparing public, private, hybrid, community, and 

multi-cloud deployment models] 
Accordingly, anyone who has Internet access or connection could access 

a cloud application following subscription. However, security pervades 

technology (Nwankwo, 2020) and by extension the security issues in a 

cloud computing environment are better grasped through adequate 

assessment of the risks and threats associated with the three computing 

models that come under its canopy (Chinedu et al, 2013; Chinedu et al, 

2020; Harkut, 2020). 

However, with these risks and threats there are numerous benefits (both 

business and security wise), which form the bedrock for the attractions 

of most cloud consumers on their journey to the cloud. Chinedu et al. 

(2013), in a paper titled "Enterprise Cloud Adoption: Leveraging on the 

Business and Security Benefits" explored extensively on some of these 

benefits, which has been tabulated in table 1 below: 

 

Table 1: Various Benefits of Cloud Computing 

Business Benefits Security Benefits Technical 

Security Benefits 

1.Cost Containment 

2. Immediacy 

3. Availability 

4. Scalability 

5. Efficiency 

6. Resiliency 

7.Software as a subscription 

8.Reduced Software 

Maintenance 

9.Increased Reliability 

10.Environmentally 

Friendly 

11. Stays Current:  

12. Versionless Software 

1.Reduces the exposure of 

sensitive data 

2.Simplifies security auditi

ng & testing 

3. Enables automated 

security management 

4.Improves redundancy & 

disaster recovery 

 

1. Centralized Data 

2. Incident Respons

e / Forensics 

3. Password assuran

ce testing (aka 

cracking) 

4. Logging 

5. Improve the state 

of security software 

(performance) 

6. Secure builds 

7. Security Testing 
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2.3 Essential Characteristics of Cloud Computing 

As may be observed in the characteristics presented in Table 2, there are 

many approaches and challenges to cloud computing. The benefits to 

the enterprise, as well as the risks, will vary depending on the types of 

service and deployment models subscribed to (ISACA, 2009; Chinedu 

and Osuagwu 2018; Chinedu et al, 2020). 

 

Table 2. Cloud Computing Essential Characteristics 

Characteristic Definition 

On-demand self 

service 

The cloud provider should have the ability to 

automatically provision computing 

capabilities, such as server and network storage, as 

needed without requiring human 

interaction with each service’s provider. 

Broad network access According to NIST, the cloud network should be 

accessible anywhere, by almost any 

Device (e.g., smart phone, laptop, mobile devices, 

PDA). 

Resource pooling The provider’s computing resources are pooled to 

serve multiple customers using a 

multitenant model, with different physical and 

virtual resources dynamically assigned and 

reassigned according to demand. There is a sense of 

location independence. The customer 

generally has no control or knowledge over the exact 

location of the provided resources. 

However, he/she may be able to specify location at a 

higher level of abstraction (e.g., 

country, region or data center). Examples of resources 

include storage, processing, 

memory, network bandwidth and virtual machines. 

Rapid elasticity Capabilities can be rapidly and elastically 

provisioned, in many cases automatically, to scale out 

quickly and rapidly released to scale in quickly. To the 

customer, the capabilities available for provisioning 

often appear to be unlimited and can be purchased in 

any quantity at any time. 
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Measured service 

(Pay as you go) 

Cloud systems automatically control and optimize 

resource use by leveraging a metering 

capability (e.g., storage, processing, bandwidth and 

active user accounts). Resource usage 

can be monitored, controlled and reported, providing 

transparency for both the provider 

and customer of the utilized service. 

 

2.4 The Anatomy of Fear: Understanding Cloud Security Concerns 

Historically, enterprises and users feel more comfortable and confident 

in storing and maintaining their data on their private computers located 

in their private network environments. The present concern expressed 

by Siddiqui (2011) with the advent of cloud computing where the data 

storage would be provided (and controlled) by the provider is that the 

enterprises and individuals would have to part with their data if they 

want to enjoy the benefits of the cloud and this is the origin of the 

concerns for security (Chinedu et al, 2020). 

 

The concern is that total control is maintained where the data 

infrastructure are housed within the boundaries of the organization and 

for which appropriate security mechanisms could be implemented. 

Installations of hardware and trusted software could be done with ease 

to create secure perimeter around the internal network; 'security-by-

complexity' could be affected by adding multiple layers of security, etc. 

However, once the data leaves the private network into the cloud, the 

owner loses control over it as well as the security around it. In the cloud, 

total dependence as to the security of the data is on the provider to offer 

these services (Siddiqui, 2011). 

The fears based on the concern of where the data emanated from 

(traditional standalone/network environment), and where it is going 

(cloud computing—"going cloudy") have been examined and hence 

outlined by Hasan (2011), against the following security, privacy and 

forensic issues (Chinedu, 2018; Chinedu et al, 2020): 
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A. Confidentiality 
1. Will the sensitive data stored on a cloud remain confidential? 

Will cloud compromise leak confidential client data (i.e., fear of 

loss of control over data)? 

2. Will the cloud provider be honest and won't peek into the data? 

B. Integrity 
1. How does the data owner know that the cloud provider is doing 

the computations correctly? 

2. How would the subscriber ensure that the cloud provider really 

stored his data without tampering with it? 

C. Availability 
1. Will critical systems fail if the provider is attacked in a Denial of 

Service attack? 

2. What happens if cloud provider goes out of business? 

D. Privacy issues raised via massive data mining 
1. Cloud stores data from a lot of customers, and can run data 

mining algorithms to get large amounts of information on clients 

E. Increased attack surface 
1. The entities outside the organization store and compute data, and 

so attackers can target the communication link between cloud 

provider and clients 

2. Cloud provider employees could be involved in phishing attacks 

F. Auditability and forensics 
1. It is difficult to audit data held outside the organization in a cloud 

2. Forensics is made difficult since clients don't maintain data 

locally 

G. Legal quagmire and transitive trust issues 
1. Who is responsible for complying with regulations? 

2. If cloud provider subcontracts to third party clouds, will the data 

still be secure? (Hasan, 2011; Chinedu, 2018; Chinedu and 

Osuagwu, 2018; Chinedu et al, 2020) 

Mr. Vice Chancellor Sir, these are practical issues that are militating 

against the adoption of cloud computing. The onus lies with the 

providers, if they want to win the trust of incredulous potential 
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customers and gain competitive edge in the marketplace, to speedily 

address the matters of security first. But let me also make a crucial 

observation: many of these same fears were expressed when the internet 

itself was being introduced, when e-commerce was emerging, and when 

mobile banking was first proposed. In each case, legitimate security 

concerns were addressed through technological innovation, regulatory 

frameworks, and the development of industry best practices. The cloud 

is no different. 

 

2.5 Cloud Computing Threat Model 

According to Metri et al. (2011), it is difficult to build a secure platform 

without taking a major preliminary step such as appreciating and 

identifying the various threats to the proposed online platform. A threat 

model is a model which helps in analyzing a security problem, design 

mitigation strategies, and evaluate solutions (Hasan, 2011; Cho,2010; 

Metri et al.,2011; Chinedu and Osuagwu, 2018). 

Metri et al. (2011) further described this model as a theorem which 

incorporates the following steps to reach the solution to the problem: 

Step 1: Identify attackers, assets, threats and other components 

Step 2: Rank the threats 

Step 3: Choose mitigation strategies for the threats 

Step 4: Build solutions based on the strategies 

Mr. Vice Chancellor Sir, what this threat model demonstrates is that 

security is not a destination but a journey. It is not something that can be 

achieved once and forever, but a continuous process of assessment, 

adaptation, and improvement. The cloud, like any other computing 

environment, requires this ongoing attention to security. 

 

2.6 Cloud Data Security: Concerns and Solutions 

In a survey, IBIS Technology (2020) ranked security as top concern 

among 81% of business owners, and equally admitted that the cloud is 

one of the most secure environments to protect data. However, IBM 

Research (2011), highlights five key concerns about cloud computing. 

These gave foremost priorities to the issues of "less control" of user to 
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their data, and data security in a shared network and compute 

infrastructure to unveil threats on and discomfort by many companies 

and governments with the concept of locating data on systems not user 

controlled and the increasingly potential for unauthorized exposure 

in multi-tenant environment respectively (Chinedu, 2018; Chinedu 

and Nwankwo, 2018; Chinedu et al, 2020). 

Ghani et al (2020) further argued that with increase in size of the data, 

there is also an increase in data attacks and interceptions in the virtual 

environment. According to the submission, virtualized environment of 

cloud computing presents storage services where a user has no control 

over their data. Under such circumstance, a consumer's concern borders 

on questions as to: where exactly his data are located, what happens if 

he deletes his data and whether or not the deleted data were really 

permanently deleted. These concerns were debunked in a report by IBM 

Research (2011); Chinedu and Nwankwo (2018). Chinedu and 

Nwankwo (2018) had proffered the following solutions: 

1. Less control: Provider become fully security transparent and 

offer sophisticated control 

2. Data security, wherein the following are implied: 
a. Implement secure authentication, authorization, and identity 

management 

b. Isolate multiple tenants from each other 

c. Encrypt critical data and ensure they are integrity-protected 

by client. 

Encryption involves using a cryptographic algorithm and a 

cryptographic key in order to transform a plaintext into a ciphertext or 

not obvious text (Al Beshri, 2013). Thus, encryption is an information 

security measure that renders data unintelligible to unauthorized readers. 

According to Hellman (1980) "encryption is a coded transformation of 

data into a form unreadable to intruders and interlopers who lack the 

appropriate key to decrypt the encoded data." Encryption is gaining 

popularity as social and community computing (such as the cloud) is 

gaining momentum. 
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Data are the most important resource to a user, and in a public cloud 

where communal computing and multitenancy are practiced, encryption 

must be inevitable to ensure confidentiality and integrity of data and data 

bank. Encryption is implemented to curb impersonation, wiretapping, 

piracy, spoofing and data diddling which are common abuses in a multi-

user environment. There are different encryptions algorithms such as 

Blowfish, Rijndeal, AES, Crypt, etc to combat some of the known 

threats. 

Mr. Vice- Chancellor sir, protection of user data against data breaches in 

cloud applications and the potential security failures of the service 

providers coupled with heightened cloud user fears or worries on cloud 

adoption, have in no small degree challenged measures taken to 

demystify fear to cloud services, so as to unveil its enormous capabilities 

and awesome benefits such as accessibility, availability, collaboration, 

to name a few. Obviously, the security of the cloud infrastructure entails 

protecting cloud data from unauthorized access, preventing malicious 

programs from corrupting the virtual resource and ensuring the secure 

cloud data remains unintelligible to any unauthorized access or intrusion 

by malicious users. 

 

2.7 Nigeria-Specific Risk Analysis of Cloud Deployment and 

Service Models 
Mr. Vice Chancellor Sir, having examined cloud security concerns in 

general terms in the preceding sections, it is instructive to now situate 

these concerns squarely within Nigeria's digital landscape. Cloud 

computing is undeniably driving digital transformation across the 

country, yet adoption remains slow among institutions, government 

agencies, and Small and Medium Enterprises (SMEs). The reluctance to 

"go cloudy" stems from two distinct angles: the deployment model, 

which concerns where the cloud is hosted, and the service model, which 

concerns what is being managed by the provider. 
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2.7.1 Risks Inherent in Cloud Deployment Models 
Deployment models define who owns and controls the underlying 

infrastructure. Table 3 evaluates the risk profile of each model as it 

applies to the Nigerian context. 

 

Table 3: Risks Inherent in Cloud Deployment Models for Nigeria 

Deployment 

Model 
Key Risks for Nigeria Evaluation / Impact 

1. Public Cloud 

(AWS, Azure, 

GCP, Oracle) 

Data Sovereignty & 

Jurisdiction — data stored 

outside Nigeria is subject to 

foreign laws such as the US 

CLOUD Act and GDPR. 

Vendor Lock-in — 

proprietary APIs make 

migration difficult.  

Internet Dependency — 

Nigeria's bandwidth cost and 

downtime affect access. 

High Risk.  

Government and 

MDAs fear sensitive 

data such as NIN, 

BVN, and health 

records leaving the 

country.  

SMEs fear sudden 

price hikes.  

A majority of 

Nigerian firms cite 

internet reliability as 

a barrier to cloud 

adoption. 

2. Private Cloud 

(on-premise or 

hosted for one 

organisation) 

High CAPEX — the cost of 

servers, power, cooling, and 

staff is substantial.  

Skill Gap — few local 

engineers are able to manage 

private cloud environments. 

Scalability Limitation. 

Medium Risk.  

Suited to banks and 

government agencies 

handling sensitive 

data, though power 

and diesel costs in 

Nigeria make it 

expensive. Remains 

the preferred model 

for institutions such 

as the CBN and 

NIBSS. 
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3. Hybrid Cloud 

(mix of public 

and private) 

Complexity — difficult to 

manage security consistently 

across two environments. 

Data Integration Risk — 
synchronizing on-premise and 

cloud systems can create data 

leaks.  

Cost Overrun. 

Medium-High Risk.  

Regarded as the 

safest model for 

Nigerian banks, but 

it requires strong IT 

governance, which 

many organisations 

lack. 

4. Community 

Cloud (shared by 

a few 

organisations, 

e.g., universities, 

health sector) 

Shared Responsibility 

Confusion — ambiguity over 

liability in the event of a 

breach.  

Trust Issues — competitors 

may share the same 

community cloud. 

Low-Medium Risk.  

Not yet common in 

Nigeria, though the 

Nigerian Research 

and Education 

Network (NREN) 

could adopt this 

model for 

universities.  

The principal risk 

lies in governance. 

 

Mr. Vice Chancellor Sir, the biggest deployment-related fear in Nigeria 

is the twin concern of data sovereignty and internet reliability. With the 

Nigeria Data Protection Regulation (NDPR) 2019 and the Nigeria Data 

Protection Act (NDPA) 2023 now in force, transferring citizen data 

abroad without adequate safeguards constitutes a legal risk, not merely 

an operational inconvenience. 

 

2.7.2 Risks Inherent in Cloud Service Models 
Service models define the division of responsibility between the 

subscriber and the provider. Table 4 sets out the corresponding risks for 

Nigeria. 
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Table 4: Risks Inherent in Cloud Service Models for Nigeria 

Service Model 

What 

Provider 

Manages 

Key Risks for Nigeria 
Evaluation / 

Impact 

1. IaaS (e.g., AWS 

EC2, Azure VM) 

Servers, 

storage, 

network 

Misconfiguration — 

most breaches 

originate from open 

storage buckets or 

firewalls. 

Underutilisation — 

pay-as-you-go billing 

leads to bill shock in 

Naira terms due to 

exchange-rate 

exposure. 

Medium Risk.  
Offers control 

but requires 

skilled DevOps 

personnel. FX 

volatility 

makes dollar-

denominated 

billing a major 

concern for 

SMEs. 

2. PaaS (e.g., 

Heroku, Google 

App Engine) 

Operating 

system, 

runtime, 

middleware 

Loss of Control — 

subscribers cannot 

patch the operating 

system or tune the 

database. Vendor 

Lock-in — code 

becomes tied to the 

provider's platform. 

High Risk.  
Nigerian 

developers fear 

an inability to 

exit easily, 

compounded 

by limited local 

PaaS 

alternatives. 

3. SaaS (e.g., 

Google 

Workspace, SAP, 

QuickBooks) 

Everything, 

including the 

application 

Data Breach & 

Privacy — HR and 

finance data reside on 

vendor servers.                                   

Service Outage — 

business operations 

halt if the SaaS 

platform is 

unavailable. 

Compliance — 

Highest Risk.  

This is the 

primary source 

of "going 

cloudy" 

apprehension. 

Government 

agencies are 

particularly 

wary of hosting 
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uncertainty over 

whether the SaaS 

meets NDPA 2023 

requirements. 

payroll and 

student records 

on foreign 

SaaS 

platforms. 

4. DaaS / FaaS 

(Desktop/Function 

as a Service) 

Desktop 

provisioning, 

code 

execution 

Security — functions 

can serve as entry 

points for attack. 

Monitoring 

challenges. 

Low-Medium 

Risk.  

Still an 

emerging 

model within 

Nigeria. 

 

The biggest service-model fear in Nigeria centres on SaaS and data 

privacy, since this model hands full custodianship of institutional data to 

a foreign entity. Amid rising cybercrime, organisations continue to ask: 

if the provider itself is breached, who bears liability? 

 

2.7.3 Nigeria-Specific Fears Amplifying These Risks 
Beyond the deployment and service model dimensions above, several 

country-specific conditions compound the perceived risk of cloud 

adoption in Nigeria: 

I. Regulatory and Legal Risk — the NDPA 2023 requires data 

localisation for certain categories of data, yet clear guidance 

on cross-border transfer remains limited. 

II. Power and Connectivity Risk — cloud services are of little 

value without stable power and internet access; the cost of 

diesel further raises the price of private cloud deployment. 

III. Cybersecurity Risk — Nigeria ranks among the countries 

most exposed to cybercrime globally, fuelling fears of data 

theft and ransomware in cloud environments. 

IV. Cost and Foreign Exchange Risk — major cloud providers 

bill in US Dollars, so Naira devaluation can raise the 

effective cost of cloud services substantially each year. 
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V. Skills Gap Risk — a small minority of IT staff hold 

recognised cloud certifications, generating concern that 

adopting institutions "won't be able to manage it." 

VI. Vendor Lock-in and Exit Risk — organisations worry 

about how they would retrieve their data should a provider 

raise prices or withdraw from the Nigerian market. 

VII. Trust Deficit — following a number of fintech data 

breaches, public institutions remain reluctant to entrust 

sensitive data to third parties. 

Mr. Vice Chancellor Sir, the riskiest combination is Public Cloud paired 

with SaaS for sensitive government data, while the safest pathway for 

Nigeria going forward is a Hybrid Cloud approach combined with IaaS 

or PaaS delivered through local providers, supported by deliberate 

skills-building and regulatory enforcement. 

 

3.0 RESEARCH METHODOLOGY 

3.1 Research Approach and Design 

Mr. Vice Chancellor Sir, this research adopted a quantitative approach 

which involves quantity and measurement as well as interaction with 

stakeholders. The quantitative approach was chosen because it allows 

for the systematic collection and analysis of numerical data that can be 

generalized to the broader population of cloud computing stakeholders 

in Nigeria. This approach is particularly suited to the study of 

technology adoption, where measurable patterns and relationships can 

be identified. 

The research design combined descriptive and analytical elements. 

Descriptive elements captured the current state of cloud computing 

awareness, adoption, and concerns among Nigerian organizations. 

Analytical elements examined the relationships between variables such 

as organization type, security concerns, and adoption decisions. 

 

3.2 Population and Sampling 

Data were collected from a sample population including technology 

experts and professionals from the financial and services industry 
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(Chinedu, 2018; Chinedu and Nwankwo, 2018). The financial and 

services industry included the banking and insurance companies. This 

industry subsector was selected through purposive sampling owing to its 

service delivery architecture, current prospects locally, contribution to 

the socioeconomic ecosystem as well as their dependence on 

information technologies. 

The technology experts were drawn from the local IT regulatory body—

the Computer Professionals Registration Council of Nigeria (CPN) and 

the college of fellows of the Nigeria Computer Society (NCS). The 

random sampling technique was employed. The total population 

sampled was 180 respondents. 124 persons were selected. The 124 

persons were considered a fair representation of the stakeholders. 

 

3.3 Data Collection Instruments 

A structured questionnaire was constructed and distributed to the 124 

respondents, whereas 24 persons from the financial services subsector 

were interviewed with respect to their information technology business 

strategy particularly the use of cloud services. The questionnaire was 

structured to reflect the qualification and experience of the respondents, 

cloud services benefits to the organization, risks, threats, security 

concerns and fears in respect of cloud adoption strategy in their 

respective organizations (Chinedu, 2018; Chinedu and Nwankwo, 

2018). 

The interviews provided qualitative depth that complemented the 

quantitative breadth of the questionnaire. They allowed for exploration 

of nuanced perspectives on cloud computing that might not be captured 

through closed-ended questions. 

 

3.4 Data Analysis Techniques 

Statistical data were captured and sorted using MySQL database and 

later analysed with SPSS software. The frequency distribution and 

percentage methods were used to analyze the data. This was adopted 

based on the wide agreement that the percentage method is useful and 
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could be validly used for studies including management, scientific and 

sociological researches (Ike, 2003; Saunders et al, 2007). 

 

4.0 FINDINGS AND DISCUSSION 

4.1 Business and Security Benefits of Cloud Computing 

Mr. Vice Chancellor Sir, when asked about the benefits they experience 

or expect from cloud computing, the responses revealed interesting 

patterns. More flexibility, cost savings, and better scalability ranks high 

on benefits experiencing from cloud computing. 

Majority of the participants indicate that three core drivers of cloud 

computing are relevant: more flexibility (90 percent), cost savings (72 

percent) and scalability of their IT infrastructure (62 percent) (see Figure 

4) (Chinedu, 2018; Chinedu and Nwankwo, 2018). 

 
Figure 4: Percentage on business and security benefits. 

 

[Bar chart showing: Flexibility (90%), Cost Savings (72%), 

Scalability (62%), Improved Security (25%)] 
What is particularly noteworthy about these findings is the relatively low 

percentage (25%) who identified improved security as a benefit. This 

suggests that while organizations recognize the operational and financial 
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advantages of cloud computing, they remain unconvinced about its 

security benefits. This perception gap between perceived and actual 

security is something that cloud service providers must address through 

transparency and demonstrable security practices. 

 

4.2 Security and Privacy: The Main Obstacles 

Mr. Vice Chancellor Sir, when participants were asked about their main 

concerns regarding cloud computing, the responses confirmed that 

security remains the dominant barrier to adoption. In an interview, an 

overwhelming majority of the participants (71 percent) consider security 

issues to be their main concern regarding the use of cloud computing. 

Privacy issues (60 percent) ranked second. Others such as legal (50 

percent), and compliance issues (50 percent) are highlighted to be areas 

of risk or concerns, and blocking issue when it comes to decision on 

migrating to the cloud (Chinedu, 2018; Chinedu et al, 2020). 

Focusing on the security in place with the organisations, 83 percent of 

participants agree that security solutions are deployed for organisational 

data. It appears that potential cloud subscribers are not worried primarily 

about the lack of security measures, but about the lack of transparency 

on the side of cloud vendors. This is owing to the fact that only 25 

percent of these participants indicated that improved security is one of 

the benefits they experience with cloud computing under our 

questionnaire (refer to Figure 4). 

In an interview, it was argued that though cloud computing no doubt 

provided a centralized framework where security measures could be 

optimized, yet most users require sufficient trust on the providers to be 

able to outsource control of their valuable data to the third party. Thus, 

it would be deduced that where the threats to user data are mitigated with 

external parties' intruders or hackers, such data remains more than 70 

percent vulnerable to internal threats or attackers from within the third-

party cloud provider's premises. 

Mr. Vice Chancellor Sir, this finding is particularly significant. It 

suggests that the fear of cloud computing is not primarily about external 

hackers or cybercriminals—though those are real concerns—but about 
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the internal threat posed by the cloud service provider's own employees 

and systems. When you cannot see who has access to your data, when 

you cannot audit the security practices of the provider, the natural human 

response is anxiety. This is why transparency is not just a nice-to-have 

feature of cloud services but an absolute necessity for building trust. 

4.3 Mission-Critical Processes and Sensitive Data 

 
Figure 5: Degree of Deployment/ Movement to the cloud. 

[Pie chart showing: Rarely using (49%), Fairly using (45%), Fully 

using (6%)] 

 

The survey reveals that an average of 49 percent are rarely using or 

planning to use cloud computing storage services for managing their 

business-critical processes and extremely sensitive data storage. 45 

percent fairly use or plan to use this computing paradigm for same 

purposes. While only a small fraction representing 6 percent are fully 

using the cloud computing for their mission-critical applications (See 

Figure 5). 

Mr. Vice Chancellor Sir, this distribution reveals a pattern of cautious 

exploration rather than enthusiastic adoption. Organizations are willing 

to experiment with cloud computing for non-critical functions, but when 
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it comes to their most valuable data and most essential processes, they 

hold back. This is rational behavior. No organization would entrust its 

crown jewels to an unproven system. But it also means that 

organizations are missing out on the full benefits of cloud computing by 

limiting their adoption to peripheral functions. 

 

4.4 Current Security Solution Implementation 

Greater concerns on organisational deployment of user secure 

authentication with identity management, and securely encrypted with 

integrity-protected user data have been made by some identified sectors, 

especially on the part of those of finance and banking businesses. This 

is evident from the responses of 40 percent of the respondents which 

indicated that they are to a low degree (virtually not), and the rest (60 

percent) participants which indicated they are medium (fairly) 

considering/implementing these security solution. This aligns with a 

statement credited to a sales officer at Standard Chartered Bank which 

is captured thus: 

"We are not actually certain how secure the cloud is at the moment, but 

so far, we can count on the availability as against those previously used 

on-premise business critical applications. We are said to be on business 

because of our cloud readiness." — Sales Officer of Standard Chartered 

Bank—a firm in the financial services sector (Chinedu, 2018). 

None (0 percent) of the respondents showed affinity to high degree 

deployment of user secure authentication with identity management, and 

securely encrypted with integrity-protected user data as against those of 

the other businesses such as Education, Manufacturing, Service, and 

Development (Chinedu, 2018; Chinedu et al, 2020) (see Figure 6). 
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Figure 6: Measures of security solution/ technique. 

[Chart showing: Low (40%), Medium (60%), High (0%)] 
 

4.5 Demystifying the Fears: Overcoming Barriers to Adoption 

Cloud data security is widely seen as the main barrier to cloud 

computing adoption, followed by concerns about privacy, compliance, 

and legal issues. Organisations are particularly worried about external 

data storage, given risks such as data breaches, data loss, service 

hijacking, insider threats, and outages (Ardagna et al., 2015). Many 

potential users feel that cloud service providers (CSPs) cannot fully 

guarantee absolute data protection, transparency, trust or alignment with 

internal security requirements. Recurring security incidents have further 

reduced enthusiasm, especially among organisations handling highly 

sensitive or mission-critical data (Chinedu, 2018; Chinedu et al., 2020). 

Despite these concerns, cloud adoption remains attractive due to its 

economic and operational benefits, including reduced infrastructure 

costs, long-term IT savings, and pay-per-use models. Avoiding cloud 

adoption may even put organisations at a competitive disadvantage by 

increasing costs (Chinedu et al., 2015). However, cloud computing may 

not suit every organisation. Those with highly classified operations may 

prefer private clouds despite higher costs. For small and medium-sized 
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enterprises, private clouds may not be financially viable, making hybrid 

or virtual private cloud models more practical. These models offer 

greater control over data access and storage, potentially addressing some 

security concerns and encouraging hybrid cloud adoption (Chinedu, 

2018; Chinedu et al., 2020). 

Ultimately, cloud security challenges also present opportunities. CSPs 

can develop stronger security solutions to build trust and gain 

competitive advantage, particularly in markets such as Nigeria and 

globally. As cloud security evolves alongside IT advancements, 

organisations that adopt cloud computing responsibly can remain 

competitive without excessive fear of security risks (Chinedu, 2018; 

Chinedu et al., 2018; Chinedu et al., 2020). 

Mr. Vice Chancellor Sir, let me offer a perspective that may help 

demystify these fears. When you store data in the cloud, you are not 

storing it in some ghostly, uncontrollable space. You are storing it in a 

data center—a physical facility that, in many cases, is more secure than 

your own server room. These facilities have biometric access controls, 

24/7 security personnel, redundant power supplies, advanced fire 

suppression systems, and multiple layers of physical and logical 

security. The question is not whether the cloud can be secure, but 

whether you have chosen a provider that takes security seriously and 

whether you are implementing appropriate security measures yourself. 

 

4.6 Nigeria's Policy Framework for Cloud Computing 

Mr. Vice Chancellor Sir, Nigeria's legislative and policy framework has 

significantly evolved to advance digital transformation, particularly in 

cloud computing, data protection, and ICT development. The National 

Information Technology Development Agency (NITDA) plays a central 

role in driving this transformation through regulatory frameworks, 

strategic collaborations, and cloud-oriented initiatives. A key instrument 

is the Nigeria Cloud Computing Policy, which promotes a cloud-first 

strategy aimed at reducing IT costs, improving efficiency, and enabling 

scalable digital services across sectors (Chinedu, Nwankwo & Isong, 

2021; Chinedu et al., 2025b). 



PROFESSOR PASCHAL UCHENNA CHINEDU 

6th Inaugural Lecture of Southern Delta University, Ozoro, Nigeria 

  

  42 

I. National Data Classification and Sovereignty 

Framework (2025) 
To enhance cloud governance and data sovereignty, Nigeria 

introduced a national data classification and sovereignty framework 

in 2025 under NITDA's leadership. This framework identifies 

categories of data that must be hosted within Nigeria to protect 

sensitive information and maintain sovereign control over critical 

digital assets. It also supports broader efforts to attract global 

hyperscale providers, including Google Cloud, to establish local 

operations and strengthen domestic cloud infrastructure (Chinedu & 

Hussaini, 2018; Chinedu et al., 2025b). 

II. Nigeria Data Protection Act (NDPA) 2023 
In 2023, Nigeria enacted the Nigeria Data Protection Act (NDPA), 

which strengthens personal data protection, imposes stricter 

compliance obligations, and aligns Nigeria with international data 

governance standards. Combined with data localization initiatives, 

the Act enhances investor confidence and reinforces secure cloud 

adoption (Onatuyeh et al., 2025). Public-private partnerships further 

operationalize digital transformation. Collaborations between 

NITDA and global technology firms such as Microsoft aim to 

implement the Cloud First Strategy across Ministries, Departments, 

and Agencies (MDAs). These partnerships build cybersecurity 

capacity, promote innovation, and strengthen digital skills within the 

public sector (Chinedu et al., 2020; Chinedu et al., 2025b). 

III. Nigeria Startup Act and Regulatory Coordination 
Beyond specific laws, Nigeria has adopted integrated policy 

coordination to sustain innovation. The Nigeria Startup Act provides 

structured support for tech entrepreneurs, while NITDA's regulatory 

intelligence approach encourages adaptive, innovation-friendly 

governance. Together, these frameworks foster an enabling 

ecosystem for cloud computing, artificial intelligence, blockchain, 

and other emerging technologies (NITDA official release, 2025). 

Infrastructure development complements these reforms. 

Investments such as MTN's Tier III data center in Lagos expand 
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local hosting capacity, reduce latency, and support compliance with 

data localization requirements—thereby strengthening Nigeria's 

digital sovereignty (Chinedu, Nwankwo, & Isong, 2021; Chinedu et 

al., 2025b). 

Although challenges persist—including digital skill gaps, infrastructural 

limitations, and regulatory inconsistencies—the alignment of cloud 

policies, data protection laws, strategic partnerships, and infrastructure 

investment demonstrates a coordinated national effort to position 

Nigeria as a competitive digital economy capable of sustainable socio-

economic growth and global integration. 

 

Mr. Vice Chancellor Sir, I am particularly encouraged by these 

developments. When I began my research on cloud computing over a 

decade ago, Nigeria had no coherent policy framework for cloud 

adoption. Today, we have legislation, regulatory frameworks, and 

strategic initiatives that demonstrate a serious commitment to digital 

transformation. This is progress. However, policy implementation 

remains a challenge, and we must ensure that these frameworks are not 

just documents but are actively enforced and operationalized. 

 

4.7 Cloud Computing's Impact on Nigeria's Economy 

Cloud computing has become a foundational digital infrastructure 

driving economic transformation and productivity in Nigeria. Its 

growing adoption reflects the country's transition toward a digital 

economy marked by data-driven governance, fintech innovation, e-

commerce expansion, and ICT-enabled public service delivery. 

Supported by government digital initiatives and private sector 

investments in data centers and cloud services, cloud computing is 

increasingly positioned as a strategic enabler of national 

competitiveness and development (Chinedu, Okeke & Onyeukwu, 

2018; Chinedu et al., 2025b). 

Economic analyses demonstrate that cloud adoption has made 

measurable contributions to Nigeria's GDP through enterprise 

digitization, productivity gains, and innovation spillovers. In 2021, 
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cloud computing accounted for approximately 0.02% of regional GDP, 

with projections estimating up to ₦30.2 trillion in cumulative GDP 

growth by 2033 if adoption accelerates. These figures underscore cloud 

technology's long-term economic potential (Chinedu et al., 2021; 

Chinedu et al., 2025b). 

Beyond GDP growth, cloud computing promotes broader 

socioeconomic development by fostering entrepreneurship, job creation, 

and industrial modernization. By offering scalable, cost-effective access 

to advanced technologies, cloud platforms empower SMEs to innovate 

and compete. Key sectors—including banking, oil and gas, and digital 

entrepreneurship—are leveraging cloud solutions to enhance 

operational efficiency, profitability, and market expansion. However, 

limited ICT literacy, infrastructure gaps, and technical skill shortages 

continue to restrict inclusive adoption (Chinedu et al., 2013; Chinedu et 

al., 2025b). 

Cloud computing also strengthens public sector modernization. 

Government institutions increasingly rely on cloud infrastructure for 

digital identity systems, e-governance platforms, healthcare information 

systems, and educational technologies. The Nigeria Cloud Computing 

Policy highlights the strategic goal of expanding cloud adoption across 

public and private institutions to improve transparency, accountability, 

and economic diversification (Onatuyeh et al., 2025; Chinedu et al., 

2025b). 

In the financial and commercial sectors, cloud integration enhances 

digital resilience. Fintech companies, e-commerce platforms, and digital 

service providers depend on cloud technologies for secure transaction 

processing, data management, and scalable operations. Evidence 

indicates that cloud adoption increases productivity, reduces transaction 

costs, and supports financial inclusion, thereby reinforcing 

macroeconomic stability (Chinedu et al., 2020; Chinedu et al., 2025b). 

Despite its transformative promise, cloud computing in Nigeria faces 

institutional and structural constraints, including inadequate 

infrastructure, unreliable power supply, cybersecurity risks, regulatory 

ambiguities, and data sovereignty concerns. These challenges weaken 



PROFESSOR PASCHAL UCHENNA CHINEDU 

6th Inaugural Lecture of Southern Delta University, Ozoro, Nigeria 

  

  45 

investor confidence and limit the sector's growth potential. Addressing 

them requires coordinated policy reform, infrastructure investment, 

digital skills development, and strengthened cybersecurity governance 

(Chinedu et al., 2025b). 

Overall, examining the economic and social impact of cloud computing 

in Nigeria is essential. A comprehensive understanding of its GDP 

contributions, sectoral effects, and adoption barriers will support 

evidence-based policymaking and align with Nigeria's broader strategy 

of digital transformation and economic diversification. Cloud 

computing thus stands as a strategic instrument for sustainable economic 

growth and long-term socioeconomic advancement (Chinedu, Yakubu 

& Osuagwu, 2018; Chinedu et al., 2025b). 

 

5.0 MY CONTRIBUTIONS TO THE FIELD OF CLOUD 

COMPUTING 

My Vice Chancellor sir, having journeyed with me on "Information 

Technology, the pathway to the cloud: Demystifying the fear to 'going 

cloudy' within the Nigeria Digital Landscape", it would be a pleasure to 

outline a few of my humble contributions within this focus area in the 

last sixteen (16) years of teaching, mentoring and research. Special 

highlights would be made on Three (3) of these publications. This is just 

a few representations of the focus twenty-two (22) out of over Seventy 

(70) scholarly publications to my credits. These contributions 

interwoven within IT, IS and Computer Engineering spans 

specializations such as Data Communications, Computer Networks, IoT, 

e-Governance, Cybersecurity, Cloud Computing, and Virtual 

Organisation Technologies. 

 

 

5.1 Security of Cloud Virtualized Resource on a SaaS Encryption 

Solution (2018) 

This paper is aimed at building a cryptographically secure cloud 

application environment. Its major objective is to design and implement 

an encryption system for protecting valuable data (such as passwords, 
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messages, files) in the cloud environment. The design and 

implementation extended some basic security and privacy requirements 

including data confidentiality, integrity, and availability by considering 

fairness as a viable factor. 

This paper employed the Structured Systems Analysis and Design 

Methodology (SSADM) in the software development life. It evolves a 

novel cryptographically-secure cloud algorithm based on a proposed 

"Deciv Algorithm" tagged "D65-Enc" algorithm that would effectively 

hide meaningful user data from all external parties to a virtual network 

as well as the service provider by putting control in the hands of users. 

The algorithm is carefully crafted to frustrate any cryptanalyst, hacker 

or cybercriminal who would try to decipher the algorithm. This 

implementation is expected to assist cloud users in maintaining control 

over their data whether at rest or in transit within the cloud networks 

rather than outsource control to external vendors as usual. Moreover this 

algorithm also improves the existing state of data privacy and security 

in the cloud. 

 

Mr. Vice Chancellor Sir, the significance of this contribution lies in its 

recognition that the fundamental problem of cloud security is one of 

trust and control. When you encrypt your data before it leaves your 

premises, you maintain control over who can access it—even if the 

cloud provider's systems are compromised. This is the principle of 

"encrypt before you send," and it is one of the most effective ways to 

address the fear of losing control over data in the cloud. 

 

 

 

 

5.2 Optimizing a Cloud Model for Effective and Efficient 

Collaboration in a Virtual World (2018) 

This research developed a novel hybrid cloud-based framework (tagged: 

Cloud VO) that integrates existing cloud computing service model (IBM 

Research, 2011) as well as appreciation of Cretus (2012) Cloud VO 
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concept, with the virtual value creation (VVC) Framework of Virtual 

Organisation (VO) (Hales, 2005) for effective and efficient 

collaboration to ensure corporate visibility and competitiveness in the 

virtual environment. Further, a hypothetic deductive methodology 

(quantitative approach) involving survey approach was advanced to 

meet the establish objectives, as well as derive a mathematical model 

for effective and efficient VO operations within the proposed cloud-

based framework. 

This resultant model was represented by applying the multiple 

regression (MR) equation. Therefore, the resultant model based on the 

VO activities from the MR analysis of the test of the hypothesis (The 

degrees of virtualization and the successful collaboration do not 

significantly impact the adoption of the Cloud model of VO.) is given 

by: 

 

Cloud VO = f (VZ, CB) 

Cloud VO = 0.383 – 0.454VZ + 1.438CB 

Where: 

Cloud VO = Cloud model of virtual organization = VVC VO = 

Index of Virtual Value Creation model of Virtual Organisation 

(Represents the Existing model of Virtual Organisation in the 

Cloud 

VZ = The degrees of virtualization of the Cloud model of VO 

CB = The successful collaboration in the Cloud model of VO. 

VZ = Degree of Virtualisation (Represents Digitisation, 

Infrastructure, and ICT Environment i.e. the Foundational Value 

Driver, Hales, 2005) 

CB = Successful Collaboration (Represents index of IS/ IT 

Strategy for Collaboration. This includes Involvement in 

collaborative venture, Contributing Core Competences, 

Benefiting from integrated value Net, and Impact on Corporate 

Value/Image i.e the functional values driver- Hales, 2005) 
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Mr. Vice Chancellor Sir, this contribution addresses the organizational 

dimension of cloud adoption. It recognizes that cloud computing is not 

just about technology but about how organizations work together in 

virtual environments. The model provides a quantitative framework for 

understanding the factors that contribute to successful virtual 

collaboration. The model, if deployed would create corporate value or 

enhance corporate visibility and competiveness in the global digitized 

business environment. It will further ensure customer satisfaction, 

shareholder wealth creation and overall stakeholder value creation 

through optimized collaborative virtual world.   

 

5.3 Secured Cloud-Based Framework for ICT Intensive Virtual 

Organisation (2018) 

Further challenges which emanated in the field work of the said research 

which were analysed and factored in as essential variable to a proposed 

mathematical model for a secured cloud-based VO framework in the 

research concurred with the highpoints of the top concerns about cloud 

computing in IBM Research (2011). This research addressed these 

concerns by proffering some encryption measure towards ensuring the 

security of user data at rest or in transit within the cloud network, which 

promises to put control in the hand of the user by deceiving any 

cryptanalyst, hacker or cyber criminals in an attempt to decipher the 

algorithm producing it. 

Applying the general multiple regression (MR) equation (Y = b₀ + b₁X₁ 

+ b₂X₂ + b₃X₃ + ....... + bkXk + c), we specify appropriate multiple 

regression model for the proposed new system as follows: 

 

Secured Cloud VO = f (VVC VO, Cloud Sec, Collab. Benefits) (1) 

Where: 

Secured Cloud VO = Secured Cloud-based Virtual Organisation 

Model 

Cloud Sec = Index of Cloud Security (Represents security 

solutions of the cloud computing) 
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Collab. Benefits = Index of Benefits from the Cloud 

Collaboration (Represents Benefitting from the Cloud 

Computing Collaboration) 

VVC VO = Index of Virtual Value Creation model of Virtual 

Organisation (Represents the Existing model of Virtual 

Organisation) 

 

Applying the general multiple regression (MR) equation on the Cloud 

Collaboration Benefits, we have: 

 

 

Cloud Benefits = 0.016 + 0.162MF + 0.120CS – 0.033BS + 0.129CR 

+ 0.143MBF + 0.315AT + 0.099BF + 0.088IS 

 

The resultant model applies the multiple regression equation 1 above. 

Therefore, the resultant model based on Secured Cloud-Based Virtual 

Organisation is given by: 

Secured Cloud VO = 3.77 – 0.454VZ + 1.438CB – 0.296AUTH – 

0.359ENC + 0.162MF + 0.120CS – 0.033BS + 0.129CR + 0.143MBF 

+ 0.315AT + 0.099BF + 0.088IS 
Where: 

AUTH = Authentication 

ENC = Encryption 

MF = More Flexibility 

CS = Cost Saving 

BS = Better Scalability 

CR = Complexity Reduction 

MBF = More Business Focus 

AT = Advance Technology 

BF = Better Functionality 

IS = Improved Security 

 

Mr. Vice Chancellor Sir, this integrated model incorporates multiple 

dimensions of cloud security—authentication, encryption, multifactor 
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authentication, and other factors—into a comprehensive framework. It 

recognizes that security is not a single measure but a system of 

interlocking controls that must work together to provide effective 

protection. 

Mr. Vice Chancellor Sir, for any organisation wishing to "go cloudy", 

the pathway to the cloud requires following the suggestion in this lecture 

which is a pointer towards progression in a new direction. This 

appreciates that any new technological development may at first elicit 

fears among stakeholders. History has always had it that while change 

is permanent embracing the change may have some obstacles in its path. 

Such adjustments were once recorded against the Internet and e-

commerce by financial institutions and their consumers, though those 

concerns still remain valid, technological advances in the domain of 

security has helped in reducing their extents. 

 

6.0 CONCLUSION AND RECOMMENDATIONS 

6.1 Conclusion 

Mr. Vice Chancellor sir, Cloud Computing is no longer becoming a hype 

that will subside but like the Internet and the E-commerce emergence, 

which originally faced public fear of adoption due to enormous security 

and privacy concerns, it is now the future model of IT. Leveraging on 

the attractions to the several economic and security benefits of cloud 

computing, it is evident that like other technologies which need time to 

evolve into maturity, the problems of cloud service/delivery would be 

reduced and gradually disappears following the ongoing immersion by 

the emerging IT trends (edge computing, serverless computing, quantum 

computing, AI, AR/VR, IoT, 5G/6G, blockchain, Big data analytic, etc)  

riding on this new computing paradigm, representing the future IT 

Model. Better still, these fears are vanishing through the development 

and adoption of advanced strategies and policy frameworks that are 

mutually beneficial to all stakeholders. 

Thus, it is submitted that with the demonstration of such strategies by 

both foreign and local CSPs; inclusive of the recent Nigeria 

government's policies, strategies and initiatives in the area of cloud 
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computing and digital transformation, organisations and government 

institutions are generally on the demystified pathway to the cloud. 

Further, It is my humble submission that cloud users wishing to 

demystify the fear to 'going cloudy' may leverage the submissions made 

in this lecture to debunking the Cloud Security challenges, and recent 

policies, strategies and implementations in Nigeria enabling cloud 

computing, data privacy and digital transformation. Finally, it would be 

appropriate to add that the developments in the area of cloud security in 

this journey leaves us with no option than accept 'going cloudy'. 

Mr. Vice Chancellor Sir, let me conclude with a reflection. When I began 

my academic journey in this field, cloud computing was a nascent 

concept, viewed with skepticism by many. Today, it is a mainstream 

technology, essential to the functioning of businesses, governments, and 

individuals around the world. The journey has not been without 

challenges, and the fears that I have discussed today are real and 

legitimate. But they are not insurmountable. With the right policies, the 

right technologies, and the right mindset, Nigeria can embrace cloud 

computing and reap its enormous benefits. 

The question is not whether we should go cloudy. The question is how 

we go cloudy—thoughtfully, securely, and strategically. I believe we are 

on the right path, and I am optimistic about Nigeria's digital future. 

6.2 Recommendations 

Upon the bedrocks propounded to promote activities in the cloud-based 

virtualised environment, Chinedu et al (2018b), Chinedu et al (2025b) 

and Chinedu et al. (2026) seek to proffer the following 

recommendations which implementation would greatly ameliorate the 

existing barriers to effective deployment and adoption of cloud 

computing in Nigeria as a future IT model among the constituencies of 

the various consumers (individuals, organisations and MDAs) of the 

services: 

a. Infrastructure Development across Urban and Rural Areas 
Government must prioritize investments in reliable power supply 

and high-speed internet connectivity across Nigeria, not just in 
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major cities. The digital divide between urban and rural areas must 

be bridged to ensure inclusive cloud adoption. 

b. Consistent Implementation and Enforcement of Policies 
Policies such as the Nigeria Data Protection Act and the Cloud 

Computing Policy must be consistently enforced. Organizations 

must be held accountable for compliance, and there should be clear 

consequences for violations. 

c. Digital and Cloud-Related Skills Through Collaboration 
Government, educational institutions, and industry must collaborate 

to develop training programs that build cloud computing skills. This 

includes curriculum development in universities, professional 

certification programs, and continuous professional development for 

IT practitioners. 

 

d. MDAs to Adopt Cloud-First Strategies 
Ministries, Departments, and Agencies should be required to 

consider cloud solutions as the default option for new IT projects, 

with on-premises solutions only approved when there is a clear 

justification. 

e. Incentives, Subsidies, and Technical Support to SMEs 
Small and Medium Enterprises should receive incentives—such as 

tax breaks, subsidies, or reduced cloud service rates—to encourage 

cloud adoption. Technical support programs should also be 

established to help SMEs navigate the transition. 

f. Regulation for Robust Cybersecurity Measures 
Cloud service providers should be required to meet minimum 

cybersecurity standards, undergo regular security audits, and 

provide transparency reports to their customers. Stricter 

enforcement of data protection regulations is also essential. 

g. Strategic Collaboration between Government and CSPs 
Government should partner with cloud service providers to develop 

localized cloud solutions that meet Nigerian needs and comply with 

local regulations. This includes encouraging the establishment of 

local data centers. 
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h. Nationwide Sensitization and Stakeholder Engagement 
Awareness campaigns should be conducted to educate organizations 

and individuals about the benefits and risks of cloud computing. 

Stakeholder forums should be organized to gather input from various 

sectors on cloud-related policies. 

i. Proper ICT Funding and Budgetary Allocation 
Government and organizations should allocate adequate budgets for 

ICT infrastructure and cloud adoption. This includes funding for 

skills development, infrastructure, and security measures. 

j. National Project and Programme/Multinational Project 
Nigeria should explore participation in multinational cloud-related 

projects to learn from international best practices and benefit from 

economies of scale. National cloud initiatives should also be 

launched to drive adoption in key sectors. 
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other sisters (Dr. (Mrs.) Lilian Chidinma Mokwunye and Mrs. Linda 

Amarachi Egwaoje) are all very much appreciated. 

 

I fondly appreciate my paternal and maternal grandparents, Late 

Agogbuo Nwaokorie and Esther Agogbuo, and Late Lazarus and 

Theresa Uzoukwu; my parents-in-law, Late Lazarus Anyile, and Mrs. 

Comfort Ngozi Anyile. I sincerely appreciate my Uncles and Aunties, 

Double Chief Martin Uzoukwu, Engr. Reginald Uzoukwu, Rev. Fr. 

Samuel Kelechi Uzoukwu, Mrs. Patricia Nwanyisunday Okafor, Pharm. 

Dr. Philomina Uzoukwu, Engr. Dr. Akudo Uzoukwu, Mrs. Gorratti 

Madumere, and to all my Brothers and Sisters-in-laws including Mr. 

Victor Ezeliora, Mr. Ugochukwu Mokwunye, Mr. Festus Egwaoje, Dr. 

Ogechi Agogbuo, Dr. Chioma Dimeke, Dr. Ogechi Isokpehi, Miss 

Chidinma Anyile, and Miss Chidera Anyile. What much could I have 

done without you all, and to you I say remain blessed and a blessing to 

your generation. 
 

My Dear Wife and Children 
The popular saying "Behind every successful man, there is a woman" is 

very true in my life. Ever since I met her, she has remained my strongest 

pillar of support and closest friend. I wholeheartedly appreciate the 

unalloyed support of my jewels of an inestimable value, my loving wife 

Dr. (Mrs) Nkechi Blessing Chinedu. She sacrificed her own progress 

and advancements for my sake. These were done while she gave 

maximum support to all family interests and funding to enable me 

pursue my foreign and local research endeavors, as well as find good 

footings in my careers both academically and professionally. I couldn't 

have gotten to this level without your support. Thank you so much for 

being there for me all the time. 
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The love, cooperation and support of my admirable and wonderful 

children (Deborah Chimdiebube Chinedu, David Uchechukwu Chinedu, 

Daniella Chimnedum Chinedu; whom I fondly called "Original", 

"Authentic" and "Genuine" respectively) are a major source of 

inspiration to me and are very much appreciated. My prayer is that you 

will surpass whatever level I might attain in life in Jesus' mighty name. 

 

Final Thanks 
Mr. Vice Chancellor Sir, Finally, as I thank God Almighty, and deeply 

appreciate everyone who is physically present here today and others 

who are present virtually, let me end this lecture with this song: 

"I AM SAYING THANK YOU JESUS, THANK YOU MY LORD" 

Thank you very much for your attention. 
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2025 
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Efeoghene Essaghah 
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Friday 

16th 

January, 

2026 

3 Engr. Prof. Peters 

Emuobosa Akpoturi 
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and Gas Engineering 

From Source Rockto 

Revenue: Reservoir 

Engineering as 

Pathfinder to Nigeria’s 

Economic 

Transformation 

Friday 

30th 
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2026 

4 Engr. Prof. Adepoju 

Tunde Folorunsho 

Professor of Chemical 

Engineering 

Beyond the Bin: 

Harnessing Chemical 

Engineering to Preserve 

the Earth Through the 

3Rs 

Friday 

13th 
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5 Engr. Prof. Patricia 

N. Onwuachi- 
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Tuesday 
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Nigeria we hail thee, 

Our own dear native land, 

Though tribe and tongue may 

differ, In brotherhood, we 

stand, Nigerians all are proud 

to serve Our sovereign 

Motherland. 

 

Our flag shall be a symbol 

That truth and justice reign, 

In peace or battle honour'd,  

 

 

 

And this we count as gain, 

To hand on to our children 

A banner without stain. 

 

O God of all creation 

Grant this our one request, 

Help us to build a nation 

Where no man is oppressed 

And so with peace and plenty 

Nigeria may be blessed. 

 

 

 

 

 

 

 

SOURTHERN DELTA UNIVERSITY ANTHEM 

O' arise Southern Delta University, Ozoro,  

Bearing light of hope and excellence 

To lead and dominate the academia 

We are a forward, ever moving Institution, 

Innovative, creative, taking the bull by the horn,  

Brace the future and reach the world 

SDU students, leading ever to sing 

Let God direct our paths to zenith, With His strength, 

We take the world to stardom 


